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SME Vulnerability to Cybercrime
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SMEs face phishing, 
ransomware, business email 

compromise, and data 
breaches.

Many underestimate risks and 
sophistication of modern 

attacks.



SME Vulnerability to Cybercrime
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5.5m SMEs within the UK, half of 
turnover in the UK private sector 

(FSB, 2024). 

50% of small organisations and 67% 
of medium organisations report 

identified breaches or attacks in the 
last 12 months (Phishing, 

Impersonation and Malware) (DSIT, 
2025). 



The CyCOS project

• “Enhancing Cyber Resilience of Small and Medium-sized Enterprises through 
Cyber Security Communities of Support”

• 2.5 year UKRI-funded research project (Sept 2023 – Feb 2026)

• University of Nottingham, Queen Mary University of London and University of 
Kent

• Aims of the research:

 - to better understand the cyber security support needs of the SMEs 

 - to pilot a new approach that engages them in further supporting each      
  other
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Project partners

5

NEW



Study Design

• Study sought to understand:

1) the factors that influence whether SMEs access resources to reduce their cyber 
security risk.  

2) whether the organisational category of an SME (i.e. size, type, maturity and 
sector) impacts on:

 - the types of controls implemented by SMEs; 

 - the levels of cyber security awareness, knowledge, attitude and culture 
 within SMEs; 

 - the general support routes SMEs make. 



Study Design
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Mixed-
methods 
approach:

Targeted SMEs across industries, as well as charities and 
sole traders

Surveyed 374 SMEs (November 2023 and April 2024)

Conducted 12 in-depth interviews (during February-April 
2024)

One-way ANOVAs to evaluate risk differences

Thematic analysis for perception insights



Survey participants per 
organisation size

SME Size Number of 
participants

100-249 employees 60 (16%)
50-99 employees 56 (15%)
10-49 employees 122 (33%)
Under 10 employees 77 (21%)
Sole trader 59 (16%)
Total 374
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SME Size Number of participants

100-249 employees 2 (17%)
50-99 employees 2 (17%)
10-49 employees 4 (33%)
Under 10 employees 2 (17%)
Sole trader 2 (17%)
Total 12

Interview participants per 
organisation size

Study Design



SME survey

The survey questions were categorised into six 
themes: 
• Demographics: 
• Benchmarking of cyber security awareness and 

skills
• Information Technology - Cyber Security
• Understanding and experience of online threats 

and impacts
• Assessment of support needs
• Awareness and experience of support routes
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Key Findings

25% of participants 
said cyber security is 
not a management 

priority 
(similar to 27% in 

2024 UK Cyber 
Breaches Survey).

41% of SMEs 
provided regular 

training & awareness 
programmes (vs 30% 

for small, 52% for 
medium in 2024 UK 

Cyber Breaches 
Survey).

Chi-square analysis: 
No significant 

differences between 
Size, Type, Maturity, 

and Sector (p > 0.05).



Most Frequently Used Controls
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Organisational knowledge of 
cybersecurity
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Frequency of needing external 
support
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Areas needing support
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2/3 have needed 
support with 

something

36%
19%

15%
22%

12%
17%

24%
17%
17%

10%
10%

29%
5%

32%
5%

Network Security

Data Encryption

Malware Protection

Password Management

Phishing Awareness

Endpoint Security

Security Policies and Compliance

Incident Response

Incident Prevention

Where to report cyber security incidents

IoT Security

Cloud Security

Social Engineering

None of the above

Other (Please specify)



Aware of cyber security advice 
or support
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Action Fraud
 Internet Service Provider

Managed Service Provider (MSP) / Managed…
Local cyber security consultants

Police
 Police Cyber Protect Officers

National Cyber Security Centre
Regional Cyber Resilience Centre

Regional Cyber Security Cluster
Federation of Small Businesses (FSB) guidance

Police Cyber Alarm

Aware of them Not aware of them
Contacted them and found it helpful Contacted them and found it not helpful



Satisfaction with support
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SME views
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“We would rather spend the money on [core business] than spend it 
on the tech stuff”

“I would say that we have no security protocols in place”

“Because of the pandemic, the skill set went out the door … we 
outsource security”

“It's very difficult to find peers the that have a similar mindset to your 
own of a similar size that then you can have a conversation about”



But …
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We have difficulty with … Agree Neutral Disagree Don’t 
Know

Finding cyber security advice and support 23% 23% 47% 8%

Understanding cyber security advice and support 26% 18% 52% 4%

Following cyber security advice and support 20% 22% 54% 5%



Interview Analysis

1. What is the current awareness of available support? 

General awareness is low, due to:

I. Lack of Awareness of Risks

II. Underestimating Risks

2. What are the challenges in obtaining it?   

I. Resource Constraints

II. External Expectations (of SME)

3. What are the perceptions of support value and      
 effectiveness?

I. Generic Support Received

II. Simple Messaging Required
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“We've started discussions about cyber security, but only 
as a consequence of us falling foul to some email 
spoofing, etc… so I'm not sure we would have started 
those discussions at this point in our growth and if that 
hadn't have happened”

“We don't have the financial capital to get any sort of 
external advice on these things and if we did, it would 
be, you know, #100 on the list of things we need to do... 
and that's what makes us very vulnerable” 

“Where we have done it, which we have, I've had 
questionable results as well. You know, they've not really 
listened to the brief not taken into the contacts, the type 
of organization that we are” 



Identified Weaknesses

20

Poor phishing detection capabilities.

Weak customer and financial data security.

Increased risk of data breaches and regulatory penalties.

Struggles in accessing cybersecurity support.



Barriers to Security
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Lack of awareness 
of available 
resources.

Poor risk 
management 

culture.

Reliance on 
reactive security 

postures.



Key Findings
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SMEs 
underestimate 
cybersecurity 

risks.

Past attack 
experiences 
shape risk 

perception.

Misconceptions: 
'too small to be 

attacked' or 
belief incidents 

won’t recur.

Overconfidence 
leads to 

vulnerabilities.



Pathways to Cyber Security 
Support
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Need for tailored 
cybersecurity 
interventions.

Support must 
address SME-

specific 
weaknesses.

Counter evolving 
tactics of 

cybercriminals.



Cyber Security Communities of 
Support (CyCOS)
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Provides 
targeted 

guidance to 
SMEs.

Encourages peer 
collaboration.

Grants access to 
specialised tools.

Aims to improve 
resilience 

against 
cybercrime.



Thank You
Maria Bada

m.bada@qmul.ac.uk 
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